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ELLO FLOOD ATTACK AND WAYS OF PROTECTION IN
WIRELESS SENSOR NETWORKS

Zhukabayeva T .K., Abdildayeva A.A., Mardenov E.M.

Annotation. There are many vulnerabilities to attack in wireless sensor networks. Wireless sensor
network has become an important application of the paradigm of special networks, for example, for
monitoring the physical environment. These sensor networks have limitations on system resources such
as battery power, communication range, and processing capabilities. Low computing power and
wireless connectivity make these networks vulnerable to various types of network attacks. One of them
is the hello flood attack, in which an attacker who is not a legal host on the network can send a hello
request to any legitimate host and violate the security of WSN. The current solutions for these types of
attacks are mainly cryptographic, which suffer from high computational complexity. Therefore, they are
less suitable for wireless sensor networks.

Keywords: Wireless Sensor Network; hello flood attack; attack detection;

INTRODUCTION

The importance of using FSU is growing every year. This is directly related to the
increasing need for monitoring, monitoring, measurement and solving many other
operational problems in such areas as industry, medicine, commerce, science, and
everyday life. The most famous applications of FSU: military equipment, medicine,
environmental programs, household appliances, etc. [1].

The Wireless Sensor Network (WSN) consists of thousands of dedicated sensor
nodes with processing, transmission and storage capabilities, as well as computing
capabilities. Security is becoming a serious concern for many mission-critical
applications that wireless sensor networks are supposed to support. By their nature, the
vulnerable characteristics of WSNs make them susceptible to various types of attacks.

--{ Wormbole avana ]
r Arakn UB ma SCcopoBoInLIC CCHCOPHLIC CCTH I [ Svhil avaxs

Hf Shokhoke wiume

& [.\1 WK MAPITpY T lﬂr Tlello Mood wrsws
|
I | Brafiopossam tepeciaiisn

[ HPOC tof v sa/Baixon wi c1pos

Arsscm me nyan

_[ Kmmpommnc yumh et

Momias windy, 0 Mapmpy rw s
[Qnm'wﬂmc WraKn ] | Orxcay u obcayannannn |
—{ HeRRenne coodmenns ] | Buxnar yiaa |
—{.ﬂoumuii yiea I m;n[_u‘);lcm:mlm yiaa |
|

- {'\ TIKH A napymenne l\“‘lllOIl.I(llll“il.ll-llﬂcl "I L‘I \'l»ﬂll(l])"”l M HPOCAVIIMRRHMC

Araaus Tpaduka

Picture 1. Classification of attacks on the WSN.

There are various types of attacks that threaten LEACH services: Sybil attack,
black hole, selective forwarding and Hello hello attack. Hello flood attack is one of the
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main attacks at the WSN network layer. The welcome attack is caused by an attacker
with a high transmission power who can send or play welcome packets, which are used
to detect neighbors. Thus, an attacker creates the illusion of proximity to other nodes,
and the main routing protocol may be violated, which facilitates further types of
attacks. An attacker transmits packets with such high power that a large number of
nodes in the network select it as the parent node. Figure 2 shows a Hello flood attack
scenario.

Figure-2 Hello flood —attack

All messages that will be broadcast to the WSN are routed through this parent,
which increases the delay. An attacker sends these welcome messages to a large
number of nodes in a wide WSN area. Then these nodes must be convinced that the
attacker's node in the network is their neighbor. All nodes will respond to this HELLO
message from an attacker and will spend their energy. This leads to confusion in the
WSN. Figures 3 a and b show a Hello flood attack on the network. In this diagram,
circles, a rectangle, and a triangle represent the nodes of the sensor, base station, and
attacker, respectively.
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Figure 3 - Hello flood attack

a) Shows the transmission of hello packets by an attacker with a higher
transmission power than the base station.

b) shows legitimate nodes that consider the attacker to be their neighbor

In the message “Hello, flood” captures the sensor node, broadcasts greeting
messages on the network and proclaims itself to be their neighbor. When any node on
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the network receives this greeting message, it assumes that the sender node is in the
communication range, and starts transmitting this node and makes an entry in its
routing table as a neighbor. All sensor nodes communicate with the base station
through their neighbors. When an attacker captures a legitimate node in the network or
creates a fake node, he sends a greeting message to all nodes in the network with high
power, this creates confusion that the message comes from neighboring nodes. Thus, all
nodes in the network assume that the hello message path is the shortest path from the
base station, assuming that the attacker (malicious) node is the base station and begins
communication with the attacker. Thus, an attacker can control the network, since the
base station is completely disconnected from the WSN, and also affects its routing.
Hello flood attack is one of the main attacks at the network level in WSN.

Hello flood attack support

A large number of attacks are supported by a hello attack, including flooding,
hardening and grabbing a node, false replication of a node, etc. These auxiliary attacks
are described below:

1) Flood

In a flood attack, the attacker continually sends a new connection request to his
neighbor in order to seize resources. This leads to severe resource constraints for
legitimate sites.

2) Quenching and capture of the node

Falsification is associated with attacks on components, which include changing
the internal structure of a single chip. Consultations can easily capture him and can be
used to attack hi flood. Host capture attacks give an attacker full control over the sensor
host, but host capture is not so simple. To capture a site, an attacker requires expert
knowledge, as well as expensive equipment and other resources. Complex is the
removal of nodes from the network for a large amount of time.

3) False node replication

In an attack with a false replication of a node, an attacker implants a new touch
node using a legitimate user identifier. The attacker first removes the legitimate node
from the network and at this point deploys the false. This false node replication can
lead to huge destruction in the WSN, supporting a complimentary flow attack. An
attacker can control the entire network most of the time, so the damage from this attack
is very large

SUGGESTED METHODS AGAINST HELLO FLOOD ATTACK

In [2], a technology was proposed for sending data over multipath base stations,
in which the sensor node supports the number of different secrets (keys) in a multiple
tree. Using these secrets, the sensor node can forward its detected data to multiple
routes. There are several base stations in the network that control a certain number of
nodes, and there are also general communication tools between the base stations. Each
base station has all the secrets that are shared by all the sensor nodes covered by it, in
accordance with the key assignment protocol. Given the shared secret and the
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37 ELLO FLOOD ATTACK AND WAYS OF PROTECTION IN WIRELESS SENSOR NETWORKS

generated new key between the two nodes of the sensor, the route configuration
process requires a lot of processing, therefore, it is inefficient.

In [3], the authors proposed a security solution structure adapted to the base
station for protection against DoS attacks. After the initial discovery of DoS, the base
station offers customers cryptographic puzzles to protect themselves from various types
of attacks. Compared to traditional puzzle schemes, they introduce new reputation-
based client puzzles that apply a dynamic policy to adjust the complexity of the puzzle
for each node in terms of the value of the node's reputation. Consequently, the
punishment for malicious nodes becomes more and more urgent without imposing
unnecessary unnecessary burdens on most ordinary nodes.

In [4], the author suggests that greetings can be counteracted by an “identity
verification protocol”. This protocol checks the bidirectionality of a channel with an
encrypted echo-return mechanism before taking meaningful actions based on the
message received from this link. This defense mechanism becomes effective when the
attacker has a highly sensitive receiver and a powerful transmitter. If an attacker
compromises a node before the feedback message, it can block all of its descending
nodes by simply discarding the feedback messages. Thus, such an attacker can easily
create a wormhole for each node within reach. Since the connections between these
nodes and the attacker are bidirectional, the approach described above is unlikely to
locally detect or prevent a “greeting”.

Given the lack of energy resources of the sensor nodes, the authors proposed in
[5] a probabilistic approach, which forces several randomly selected nodes to inform the
base station about greeting requests. The base station then further analyzes the
authentication request.

In [5], the cryptographic method is used to prevent a greeting attack. Any two
sensors have the same secret key. Each new encryption key is generated on the fly
during communication. This phenomenon ensures that only reachable nodes can
decrypt and verify the message and, therefore, prevent an attacker from attacking the
network. But the main drawback of this approach is that any attacker can fake his
identity and then generate attacks.

[6] This article proposes a non-cryptographic solution for HELLO flood
detection, which does not. once the test packet is transmitted is greatly reduced. The
simulation results showed the detection of adversary nodes with minimal
communication costs, since the number of test packets sent for detection decreases from
20-35 to 10-14 (approx.). A non-cryptographic solution for detecting a HELLO attack is
proposed in this article, which does not. once the test packet is transmitted is greatly
reduced. The simulation results showed the detection of adversary nodes with minimal
communication costs, since the number of test packets sent for detection decreases from
20-35 to 10-14 (approx.). A non-cryptographic solution for detecting a HELLO attack is
proposed in this article, which does not. once the test packet is transmitted is greatly
reduced. The simulation results showed the detection of adversary nodes with minimal
communication costs, since the number of test packets sent for detection decreases from
20-35 to 10-14 (approx.).
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A security mechanism based on signal strength and geographical information
was proposed in [7] to detect malicious nodes that trigger hi-flood and wormhole
attacks. The idea is to compare the level of the receive signal with its expected value
calculated using geographic information and a predetermined transceiver specification.
The frequency of detection of a solution depends on various parameters, such as
network density, the transmit power multiplier of the malicious node, the probability of
checking the message, etc.

SUGGESTED ALGORITHM

This project aims to provide a simple and convenient way to generate
simulations and deploy malicious nodes for the wireless sensor network (WSN), which
uses the routing protocol for low-power and lossy devices (RPL) as the network layer.

Figure 5. General Hello Flood Attack Model
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Figure 6. Hello Flood attacks in a node

Figure 7. Program code

CONCLUSIONS
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Security plays a crucial role in the proper functioning of wireless sensor
networks. Our proposed security structure for detecting greetings using the signal and
the client puzzle method requires less processing power and energy and, therefore, is
quite suitable for sensor networks.

Based on existing work, most researchers are trying to find ICT solutions for the
detection, identification and resistance to failures in the FSU. The researchers used a
different intrusion detection scheme. Very few researchers have been able to test their
security system using a true FSU. Also, some results showed a low detection rate. The
future solution must be verified in a real sensor network. Thanks to such a check, it will
be easy to check whether their solutions correspond to the available BSS resources.
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ELLO FLOOD ATTACK U CITOCOBBI SAIIINTHI B BECITPOBO AHBIX
CEHCOPHBIX CETIX
XKyxabaesa T.K., AOanagsaena A.A., Mapaenos E.M.
AnnoTtarmms. CyllecTByeT MHOXKECTBO Vs3BMMOCTeNl A4 aTaK B OeCcIpOBOAHBIX
CEeHCOPHBIX ceTsAX. becmpoBogHas ceHcOpHasl ceThb CTada Ba’KHBIM HPUAOKEHUEM
IapagurMel CIleliaAbHBIX ceTeil, HallpuMep, A4 MOHUTOPMHIA (PU3MYECKON CpeAbl.
DTN CeHCOPHBbIE CeTU MMEIOT OTpaHMYeHNs Ha CHCTeMHble Pecypchbl, TaKue Kak 3apsj,
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OaTapen, A4aAbHOCTb CB3M UM BO3MOXHOCTM OOpab®oTkm. Hwuskas BplamMcamMTeAbHAs!
MOIIIHOCTb U OeclIpoBOAHasl CBA3b A4eAalOT BTU CeTU YA3BUMBIMU AASl Pa3AMIHBIX TUIIOB
cereBbIX aTak. OJHMM W13 HHUX SBAJETC arTaka IIPUBETCTBUS, IIPU KOTOPOIL
310yMBIIIIACHHIK, He SBASIOIIMUIICA 3aKOHHBIM XOCTOM B CeTU, MOXKeT OTIIPaBUTh
3aIIpoC MPUBETCTBUS AI0OOMY A€TUTUMHOMY XOCTY M HapymmnTh Oe3oracHocts WSN.
Texymime pemreHns A4s ®TUX TUIIOB aTak B OCHOBHOM KpuIITOrpadpuyeckye, KOTOpble
CTpajalOT OT BBICOKOV BBIYMCAUTEABHON CAOXKHOCTHU. [Io®TOMY OHM MeHee 11oAX0AAT
AAs1 6eCIIPOBOAHBIX CEHCOPHBIX CeTelA.

Karouesble ca0Ba: OecripoBogHas CeHCOpHas CeTh; IIPMUBET aTaka HaBOAHeHIsT; OOHapy>KeHIe aTaKl;
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