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Annotation. The protection of wireless sensor networks (WSN) is an urgent problem, 

since network nodes have low computing power, limited battery power and are located in 

unprotected places, and information is transmitted over wireless channels, any network 

disruption can lead to undesirable consequences. One of the common attacks against WSN 

is the Black hole attack. In this attack, the malicious host uses its routing technique to be able 

to advance in search of the fastest route to the host of the site or to the packet it wants to 

identify. This study analyzes the methods of protection in WSN against Black hole attacks. 

A method is shown of how a malicious node affects nodes in its transmission range. 

Keywords: Black hole attack, WSN, attack detection. 

 

I.  Introduction 

The latest advances in networking, semiconductor physics and materials science have 

enabled the widespread development and deployment of wireless sensor networks (WSS). 

BSS are formed by a large number of network nodes [1], called motes, - miniature 

autonomous devices capable of collecting information from the territory within a certain 

range and transmitting it to other devices. Each such device contains a data collection 

module (temperature, pressure, illumination, etc.) and an autonomous power source. Also, 

each motorcycle is equipped with a radio transceiver or other wireless communication 

device, that is, data is transmitted over the network via a radio channel. To accumulate all 

the collected information, the network contains a powerful node (sink, base station) 

connected to a stationary power source. Data is collected in this sink according to a specific 

routing algorithm. Combined into a wireless network, all nodes form a distributed self-

organizing system for collecting and transmitting information. The advantages of systems 

based on sensor networks are the ability to deploy in hard-to-reach places, wireless 

communication, self-organization (the ability to redistribute routes in the event of failure of 

some nodes). Despite discoveries in the field of research in wireless sensor networks (WSN), 

there are already a large number of current problems in which these networks can be 

applied. [2] WSN security is one of the important ones. Inadequate physical protection 

makes them susceptible to interception, compromise and hacking. As a result, any encrypted 

data contained on these networks can be used by intruders to carry out attacks from the 

network, compromising the confidentiality of information. In addition, since there is a 

transmission in communication systems "over the air" by means of radio waves, it is possible 



to carry out a wide class of attacks, starting with passive listening and ending with active 

[3], for example, Sybil, 

Hello flood, Wormhole, DOS, Black hole attacks, etc. Old security mechanisms are not 

suitable due to lack of processing power, limited memory and power [4]. This article 

discusses the Black hole attack; as a result of this type of attack, more than 90% of the 

information transmitted to the sink can be lost [5]. 

 

II.  Black hole attack 

Black hole attacks are one such attack in WSN. This attack is carried out by an external 

attacker on a subset of sensor nodes in the network [6]. This is an active type of attack where 

an attacking node claims to have the shortest route to any desired node on the network, even 

if it does not have any route to it; therefore, all packets will go through it, and this allows the 

black hole node to forward or drop packets during data transfer. Regular nodes trust any 

response to the requests they send, and the black hole node takes advantage of this and 

continues to answer any request, claiming that it has the shortest path to the desired node. 

Usually, nodes begin the discovery phase to find a path to a destination node. The source 

node sends the request to the destination node, any node that receives this request checks to 

see if it has a new path to the destination node. When the black hole node receives this 

request, it immediately sends a response to the broadcaster, claiming it has the freshest and 

shortest path to the destination node. The originating node considers it to be the answer 

because there is no mechanism to verify that the request is from a normal node or from a 

black hole node. The source node starts forwarding packets to the black hole node in the 

hope of delivering those packets to the destination node, then the black hole node starts to 

discard those forwarded packets. [7] 

 
Figure-1 Black hole attack in the WSN 

 

The attack can be organized in two ways [8]. 

• The first method is for an attacker to place a new node in the network area, with the 

help of which an attack is later organized. Impacts of this kind are relatively easy to detect 

and localize using standard FSS mechanisms. 

• The second method is more dangerous when one of the legal nodes that are already 

participating in information exchange is hacked. 



The attacker-controlled node removes all packets transmitted to it by other nodes for 

transit. In addition, a hacked node v0 can propagate information through the network that 

it is the closest node to the sink s, as a result of which the self-organizing network, which is 

the SSN, changes routing, and the other nodes that are closer to v0 than to s transmit their 

packets for onward transmission to s. 

 

In [10] the developed scheme depends on the use of a fake identifier to decorate a black 

hole node. The originating node starts by sending a decoy request that contains an identifier 

that is not on the network. The black hole node will respond to this decoy RREQ due to its 

normal behavior, which responds to any RREQ on the network, reassuring that it has a better 

path. The developed scheme is implemented in DSR, so they modified the RREQ and RREP 

headers to identify the node of the black hole in the path. A warning is sent to neighboring 

nodes when a black hole node is detected. The origin node continues to check if there is a 

drop below a certain threshold; Then he starts bullying again. The limitations of this scheme 

are that it increases the size of control packets (RREQ and RREP), which leads to increased 

overhead in addition to black hole alerts, which can be used by an intelligent black hole to 

isolate nodes into the network. 

In [11], they developed a technique that relies on the use of a cooperative decoy detection 

scheme (CBDS). In CBDS, black hole detection is divided into three phases: decoy, backtrace, 

and reactive defense. During the decoy phase, the source node chooses one of its neighbors 

at random and sends a decoy request using its identifier. During the backtracking phase, a 

list of suspicious nodes is generated from the RREP of the RREQ decoy, then neighbors enter 

random mode to determine if there is an attacker node in the path. For every black hole node 

found on the network, a black hole alarm is sent to neighboring nodes. In the reactive 

protection phase, the source node checks if the PDR is below a certain threshold, then it starts 

the decoy phase again. The limitation of this method is that the nodes enter promiscuous 

mode, which is not acceptable for all nodes. Since some nodes do not want any unauthorized 

user to listen to their own broadcasts, being in random mode will also encourage passive 

attacks. An intelligent black hole node can use the black hole alarm function and start 

transmitting false black hole signals to isolate network nodes. 

In [12], they analyzed the black hole attack and explained that the route from a malicious 

node must increase the sequence number of the destination for a specific target in order to 

resolve the source node. The authors analyze and propose a statistical baseline anomaly 

detection approach to detect a black hole attack, and on the destination side they receive 

RREP (Route Replys) according to the destination sequence number 

In [13], the black hole attack is isolated by propagating a message about the separation of 

the attack. This helps to improve the Packet Delivery Ratio (PDR) with minimal latency. 

Simulations are performed based on parameters such as black hole attack detection rate 

(BHADR), black hole attack detection time (BHADT), false positive rate (FPR), PDR and 

latency. The relationship between nodes is identified based on independent probability 

distribution functions and a mutual probability function. 



 

III. The proposed algorithm 

 

This project is a simulation of black hole attack detection in wireless sensor networks that 

uses a routing protocol for low power lossy devices as the network layer. 

 
Figure-2 Wireless Sensor Network 

 

This algorithm demonstrates that this type of attack can significantly affect the WSN 

through significant energy depletion. 

 
Figure-3 Tracking without active attack 

 

Upon entering the WSN, thanks to the Contiki configuration constants set in the building 

block, the malicious node immediately starts sending DIS messages to its neighbors, then 

triggers DIO messages and resets the manual mode timers. 



 
Figure-4 Black hole attack on WSN 

 

As you can see, the malicious node (11) affects the nodes in its transmission range. We 

can now illustrate the effectiveness of the attack using this information to compare the power 

consumption in a simulation without (Figure-1) and with a malicious node (Figure-3). 

 

 
Figure-5 Tracking a Black Hole Attack 

 

As you can easily see, nodes in the range of a malicious sensor are particularly susceptible 

to attacks in terms of turn on and receive times. However, these nodes are not affected by 

TX timing. This is because after receiving the DIS, the discarded nodes immediately send 

DIO due to the multicast nature of the DIS sent. Also, a way to perform a flood attack could 

be to unicast DIS to neighbors, activate DIO immediately in response, but not reset the 

manual timer. 

 

Output 

A black hole attack on a WSN can attract all kinds of traffic to a compromised host. Which 

leads to the launch of other attacks such as wormhole, eavesdropping. The consequences of 

which lead to the exhaustion of all network resources, dropping packets, modifying routing 

information 



A mechanism for detecting the intrusion of black hole attacks is proposed. The approach 

is based on the exchange of control packets between sensor nodes and a base station. The 

simulation effects show that the recommended methodology has improved performance in 

IDS in terms of safety and energy consumption. As future work, sensory nodes can be 

modeled as black hole nodes along with a channel, and an efficient mechanism can be 

developed. 
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